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the Australian Defence Force Academy (ADFA).
I would be interested to appear as witness before the Committee to answer questions, provide
further material on notice or new information as research is ongoing.

Executive Summary
This submission seeks to respond to the terms of reference of the Inquiry by offering analysis of
relevant international data and scholarship, and arguing for the Parliament of Victoria to take
leadership of strategies to protect democracy that reflect the cultural values of Victoria, increased
coordination between a range of critical agencies, and greater engagement with diverse
communities living together in Victoria.
Glass half full: The recent lock down has demonstrated how cohesive, functional, and unified
Victorian’s are, and can work together with State unity. This is inspiration for how to build resilience
and resist social media manipulation.
While this material substantially draws on some NSW (and Taiwanese) data and examples it is applicable to circumstances
in Victoria.

Introduction
Liberal democracies in the Indo-Pacific are experiencing a unique moment of convergence. ‘Longterm, strategic competition’ has re-emerged as the revisionist powers of Russia and China to
challenge the hegemony of the United States. Peer and near-peer competitors have the capacity for
global reach and influence in politics and economics. This places Australian state and territory
democracies in geographically specific locations with major trading partners who are not strategic
partners.
Historically nation-states have always sought to pursue their own interests to influence and
persuade other countries. However, concerns are emerging that there is a growing trend amongst
states to exert inappropriate levels of influence to undermine decision-making and institutions in
other countries sometimes at the specific level of states. Foreign interference seeks to influence
political decisions, research and knowledge institutions and engage in political and business
espionage.
Interconnected changes in technology as well as politics have facilitated the capacity for foreign
governments to wage damaging attacks on democratic practices from abroad. While foreign
influence is nothing new in international relations, the growth of digital networks has greatly
reduced the political and financial costs, as well as enabled foreign governments to carry out these
actions at scale.
This moment has coincided with a period of globalised technological transformation of societies. The
internet and social media have created a new form of computational politics where political parties
and other political organisations are increasingly driven by data analytics (Karpf, 2016; Kriess, 2016).
Social media has changed the nature of politics and the public sphere. Margetts et. al. identify a new
dynamic of politics in the internet era they call ‘chaotic pluralism.’(Margetts, 2016) It is a politics
formed by ‘shifting flows of attention and activity’, which scale up to mobilizations rapidly: a
‘turbulent politics, which is unstable, unpredictable, and often unsustainable.’(Margetts, 2016, pp.
196-197) Colleagues, led by Philip N. Howard at the Oxford Internet Institute, have recently
completed a second inventory of the influence operations globally and the capacity of governments
to ‘manipulate public opinion over social media.’(Philip N Howard, 2018) These activities included
bots, disinformation campaigns and the distribution of so called ‘fake news’. (Philip N. Howard,
Woolley, & Calo, 2018; S. B. P. N. Howard, 2017)
The issue of the convergence of technological, geopolitical and social change is surfaced here initially
to provide important context to the remaining submission. This submission will specifically address

How is Victoria Represented in
the People’s Republic of China?
how competitive powers might influence the political
process of a relatively small liberal democracy such as
Victoria. However, we must be careful not to confuse the
problem with an adversarial strategic relationship. Instead
we must explore our vulnerabilities.
Dr Paul S Lieber, former Strategic Communication Advisor
to AUS SOCOMD, recently indicated that: "The critical flaw
lies in policymakers focusing on who said what, and
where...versus why this method was so effective, period.
And - more importantly - how additional opportunities for
exploitation may be present."
We need to look to ourselves and how we can critique,
lead, and empower our societies. While the digital
transformation of politics is a global trend, my research has
shown that each political society is best defended from the
position of their unique cultural standpoint, in association
with multi-lateral partnerships to confront the challenges
of both global cross-border corporations and competitive
tensions between great powers.

A response needs to be specific and based on clear
measurement of effectiveness and be culturally targeted
and led. It is empowering to respond in a unique politicocultural way to these issues. A uniquely Victorian response
would contribute, while acknowledging the limited capacity
of city states to activate change without multilateral
support the nature of the connection. One of the key
questions is what works where: Melbourne’s answer to this
question is key. The rivalry between city states in Australia
can be distinct as the latest lockdown has shown, a classic
Victorian individuality and leadership has never been more
needed in this arena. Culture does not equal fuzzy goals:
Victoria needs to be clear, precise and systematic on what
types of objectives any change wants to accomplish and
have a way to measure success.
For more detailed discussion of these issues please refer to
Appendix 1
Recommendation: Develop a uniquely Victorian response
to these challenges, and in so doing demonstrate global

RISKS: A CASE STUDY
March 15 Terrorist Attacks in Christchurch: A Case Study in
Fragmentated Global Internet Sovereignty and the role of
social media
While an incident of violent extremism far away from
Victoria, the recent terrorist attack in Christchurch
illustrates the challenges of this new reality. A foreign
national below the radar of national intelligence services,
and facilitated by a spectrum of internet forums, was able
to use the services of global social media companies to
amplify and distribute their terror. Both Australian and
New Zealand governments responded with legislation and
exploring avenues to manage these global social media
issues.
The fusion of technological control, nation state relations,
and great power competition has intensified on the
Internet as governments and nationalistic netizens of
powerful countries have increased mass influence
campaigns on social media platforms discrediting or
demoralizing strategic adversaries.
The way Chinese social media covered the Christchurch
terrorist attacks exemplified how the PRC government
may have exploited the traumatic incident to their own
advantage at New Zealand society’s expense. China’s
online censorship system has been known for quickly
removing information spreading violence, pornography, or
offensive political topics from the Internet. Videos
livestreaming the Christchurch mass shootings, as filmed
by the perpetrator, and immediately uploaded to social
media sites, were not quickly removed from Chinese social
media platforms such as Sina Weibo or Tencent WeChat.
Even after three days after the incident, Christchurch mass
killing videos were still available and easily searchable on
Chinese social media sites.
Arguably Chinese censors did not make strong efforts to
block or remove the Christchurch massacre videos
because they do not damage China’s international image,
nor imperil the authority of central leadership in Beijing.
Instead, these videos and Chinese news stories that
framed the Christchurch mass shootings as a manifest
failure of public security (ineffective gun control, and
flawed anti-terrorism legislations) would be seen to
enhance Chinese people’s appreciation of the Chinese
government’s performance in maintaining social stability.
The incident might be perceived as an excellent
opportunity for the Chinese propaganda system to spin it
to the Chinese Communist Party’s (CCP) advantage, by
reminding Chinese netizens how much safer China is in
comparison to even a tranquil multicultural country like
New Zealand, suggesting they should appreciate the
Chinese political system that delivers peace and prosperity
instead of the terrorist event in New Zealand. The case of
Chinese media coverage on Christchurch shootings is a
classic example of Chinese ‘white’ propaganda (which
does not hide its origin or nature) that eulogizes the
Chinese national institution while mocking those of
Western liberal adversaries.
Recommendation: The Victorian Government actively
monitor its image in the PRC media request the CCP to
immediately enforce takedown of the any video which
denigrates or exaggerates Melbourne as a dangerous
place of extreme crime behaviour or is racist from all
Chinese social media outlets and sites and incorporate
these companies in any future discussions for a global
solution to these spectrum of live recording issues.

leadership. Pursue coordinated, systematic clarity on what Victoria wants to achieve and how to
measure success.

The ability of foreign powers to hack the private emails of candidates or
parties
The confluence of computation, the anonymity of the internet and the capacity of social and digital
mainstream media to amplify has accelerated the weaponization of older forms of spy craft and
information war via: The ‘Hack and Leak’ operation. If cyber security concerns the protection of
computer systems from hacking, defensive information warfare concerns the protection of the
public sphere from hijacking by an organised influence agent.
The recent Mueller report in the United States reveals that of pivotal influence during the 2016 US
Presidential Election was the cyber intrusion and exfiltration and subsequent distribution of material
by the Russian military intelligence services (GRU) and its subsequent distribution via Wikileaks and
mainstream media outlets. This revealed the vulnerability of longstanding – and appropriate - free
media conventions (for example a typical media decision tree for such information might be: is it
news, is true, should it be made public?) might be weaponised by a nation state apparatus.
The pace and intensity of nation and state cyber intrusion related espionage, intelligence and
exfiltration measures has increased in recent years. While there may be up to 30 state actors with
some capacity and functionality in the global context the volume, skillset and resource for exploit
development tends to focus on a handful of nation states. It is thought that with military
restructures, the decline of bilateral relations and enhanced trade war may have resulted in an
uptick in the intensity in intrusion attempts from some nation states.
The Parliament of Victoria, politicians,
parties, government, Victorian Electoral
Commission and associated critical
infrastructure are a target for such
adversaries’ desire to seek geopolitical
situational awareness.
Victoria’s telecommunications, legal
(including private law firms), key resource,
even hospitality sectors may be targeted in
cyber intrusion attempts to gain political
intelligence and advantage.
The Victorian Electoral Commission and the electoral rolls each party holds might be a target. A
breach and leak of such a system would force the agency to publicly admit a concern, which in turn
would undermine confidence in the system.
Recommendation: Map how current legislative Acts intersect and direct response to social media
and elections and media organisations: deduce whether they are fit for purpose in the changed
environment of digital politics in Victoria?
Recommendation: Develop an interagency government subcommittee and Information Directorate
(ID) where citizens, journalist and public servants can safely report disinformation campaigns and
misinformation operations in social media. Integrate that Directorate into any relevant government
committees and defence organisations developing a significant incident response.

I have previously detailed how
there are a few options for an
adversary seeking to “hack”
an election.
The first is to “go loud” and
undermine the public’s belief
in the players, the process, or
the outcome itself. This might
involve stealing information
from a major party, for
example, and then
anonymously leaking it.
Foreign actors have a variety
of options for effecting
change in a target country’s
politics. If a state actor has designs to weaponize materials recently hacked, we will likely see them
seek to inflame religious and ethnic differences, as well as embarrass the major parties to drive
votes to minor parties.
If this comes to pass, there are four things the Parliament of Victoria should look for.
1.
2.
3.
4.

Strategic interest for a foreign government to intervene
Disproportionate attention by foreign media to a local campaign
Promoted posts on Facebook and other social media platforms
Focus on identity manipulation, rather than fake news

In addition to raising concerns our politicians and cyber security
agencies will need to develop a strong and clear strategic
communication approach to both the Victoria public and the
nation’s adversaries as these incidents escalate.
5G
The emergence of 5G is a security issue all societies need to
confront. No matter who is supplying the technology we need to
ask how this change will affect our societies as it will revolutionise
economics and the defence sectors. All democracies need a
strategy for 5G and be ready for a future situation of warfare or
economic disruption control of such a system might enable.
A Huawei 5G environment would create multiple supply chain
cyber security risks, which defence and parliamentary
infrastructure will be forced to share. In addition, such a network
may afford serious, multi-factor vulnerabilities which could be introduced through poor software
development. It is likely that current Huawei engineering and cyber security processes may make it
extremely challenging for Victorian state officials to adequately and appropriately even assess the

cyber security risk of such products and their
development now, and in any verifiable or
sustainable fashion into the future. Huawei and
ZTE may also become subject to directions from
foreign intelligence services as consequence of
being beholden to the Chinese National
Intelligence Law of 2017. For more detailed
discussion of the issues addressed in this section
please refer to Appendices 2 & 3.
Recommendation: Provide resources to harden
cyber security, and response times at parliament
(including capacity to detect command and
control) and for major political parties (on a scale).
Adequately resource Victorian Government Cyber
Security Unit (CSU) and empower the Chief
Information Security Officer (CISO) to provide
advice to politicians, political parties on cyber
security, hygiene posture and behaviour. Explore
partnership development to achieve scale with
minimal resource.
Recommendation: Provide a forum for Victorian
Government Cyber Security Unit (CSU) and
empower the Chief Information Security Officer
(CISO) to work with major media outlets to
consider how a ‘hack and leak’ operation by a
nation state might impact the role of the media in
a democracy in cyberspace and how that in turn
might destabilise a democratic process.
Recommendation: Develop a taskforce of
Electoral Commission, Victorian Government Cyber Security Unit (CSU) and empower the Chief
Information Security Officer (CISO) to address cyber manipulation of elections.
Recommendation: Develop a City of Melbourne cyber response facility capable of dual use in event
of national Cyber Storm event. Incorporate cyber manipulation of politics measures in the Cyber
Security Strategy revision to propose new actions in this area in addition of increased government
security.
Recommendation: Victorian Government
and City of Melbourne undertake a
serious examination of the risks Huawei
5G might pose, especially vulnerabilities in
its supply chain and obligations under
Chinese law to explore how any such risks
may put City and State security assets and
(shared) missions at risk long into the
future.

The risk that political campaigns based through social media can be made to
appear as though they are domestic but are in fact created or driven by
external entities
In the wake of the cyber-attacks on the 2016 US presidential election, and Brexit, governments
globally have been tackling cyber manipulation of elections.
Recently, for example, the Australian government began taking seriously the threat that “fake news”
and online misinformation campaigns could be used to try to disrupt elections. My colleagues and I
have been involved in this process and so it is addressed here as a case study.
Recently, a taskforce was set up to try to protect the upcoming federal election from foreign
interference, bringing together teams from Home Affairs, the Department of Finance, the Australian
Electoral Commission (AEC), the Australian Federal Police (AFP) and the Australian Security
Intelligence Organisation (ASIO).
The AEC also created a framework with Twitter and Facebook to remove content deemed to be in
violation of Australian election laws. It also launched an aggressive campaign to encourage voters to
“stop and consider” the sources of information they consume online.
For their part, Facebook and Twitter rolled out new features aimed specifically at safeguarding the
Australian election. Facebook announced it would ban foreign advertising in the run-up to the
election and launch a fact-checking partnership to vet the accuracy of information being spread on
the platform. However, Facebook will not be implementing requirements that users wishing to post
ads verify their locations until after the election.

Twitter also implemented new
rules requiring that all political ads be
labelled to show who sponsored them and
those sending the tweets to prove they are
located in Australia.
While these moves are all a good start,
they are unlikely to be successful in
stemming the flow of manipulative content
as election day grows closer.
On key limitation faced by the AEC, social
media companies, and government
agencies is timing. The framework set up
last year by the AEC to address content in
possible violation of electoral rules has
proven too slow to be effective. First, the
AEC needs to be alerted to questionable
content. Then, it will try to contact
whoever posted it, and if it can’t, the
matter is escalated to Facebook. This
means that days can pass before the
material is addressed.
Prior to the recent Federal election, for
instance, when the AEC contacted
Facebook about sponsored posts attacking left-wing parties from a group called Hands Off Our
Democracy, it took Facebook more than a month to respond. By then, the group’s Facebook page
had disappeared.
Finally, there is the problem of what counts as “fake news” and what counts as legitimate political
discussion. The AEC and other government agencies are not well positioned to police truth in
politics. There are two aspects to this problem.
The Electoral Commission of Victoria would be well placed to explore the lessons already learnt over
the ditch, the hard way.
The first is most manipulative content directed at democratic societies is not obviously or
demonstrably false. In fact, a recent study of Russian propaganda efforts in the United States found
the majority of this content “is not, strictly speaking, ‘fake news’.”
The term “fake news” suffers from conceptual ambiguities – it means different things to different
people. “Fake news” has been used not just as a form of classification to describe material which
“mimics news media content in form but not in organisational process or intent” but also used to
describe satire and even as an epithet used to dismiss disagreeable claims of a factual nature.
Studies of propaganda show that information need not be factually false to effectively manipulate
target audiences.

The best propaganda uses claims which are factually true, placing them into a different context
which can be used to manipulate audiences or by amplifying negative aspects of a group, policy or
politician, without placing that information in a wider context.
For example, to amplify concerns about immigrants, one might highlight the immigrant background
of someone convicted of a crime, irrespective of the overall propensity for immigrants to commit
crimes compared to native born Australians.
This creates what communication scholars call a “representative anecdote” through which people
come to understand and think about a topic with which they are otherwise unfamiliar.
While immigrants may or may not be more likely to commit crimes than other Australians, the
reporting creates that association.
There’s a different issue with the Chinese platform WeChat, where there is a systematic distortion of
news shared on public or “official accounts”. Research shows these accounts are often subject
to considerable censorship – including self-censorship – so they do not infringe on the Chinese
government’s official narrative. If they do, the accounts risk suspension or their posts can be
deleted.. Evidence shows that official WeChat accounts in Australia often change their content and
tone in response to changes in Beijing’s media regulations.
For this reason, suggestions
that platforms like WeChat
be considered “an
authentic, integral part of a
genuinely multicultural,
multilingual mainstream
media landscape” are
dangerously misguided, as
official accounts play a role
in promoting Beijing’s
strategic interests rather
than providing factual
information.
The way ‘news’ is published
on Chinese social media platforms should be a key focus. Apps like WeChat (known as Weixin 微信
in China) are widely used in Australia – and also Victoria - by the Chinese diaspora (people of Chinese
descent now living in countries other than China).
Social media platforms like WeChat are subject to controls on what they may publish within China,
but it’s unclear whether similar controls are placed on content published outside China. Tencent –
the company that operates WeChat – wants to expand the adoption and use of its Official
Account platform internationally. Some researchers suggest WeChat operates a “one app, two
systems” model, with one policy operating in China and another internationally.

Taiwan: A Social Media
Case Study RISKS: A CASE
STUDY
Courtesy Dr. Titus Chen
Throughout the past decade, Chinese
influence has penetrated media
landscape in Taiwan. Multiple
Taiwanese newspapers and television
networks (such as the China Times, the
CTI TV, and Chinese Television) have
either sympathized or promoted the
official position of the Chinese
government. Observers and
participants of Taiwan politics have
grown increasingly concerned about
political impact of Chinese mass
influence operations through social
media networks. In September 2018,
Taiwan’s diplomatic chief at Osaka,
Japan, killed himself amidst false online
allegations that his office failed to
provide adequate assistance for
Taiwanese passengers stranded at
Kansai international airport as Typhoon
Jebi battered western Japan. It was
later found that the first social media
message carrying the false information
was posted from a social media account
with a Beijing IP address. Furthermore,
it was suspected that Chinese white
propaganda and misinformation
campaigns had played a significant role
in Taiwan’s local elections in November
2018, which concluded with the ruling
Democratic Progressive Party (DPP)
losing a majority of city mayoral and
county magistrate seats.
What Taiwan has experienced can be
replicated in a democratic society with
a sizable Chinese immigrant community
whose members use chat apps to form
invitation-only, closed chat groups, in
which false or unverifiable information
can flow and influence members’
electoral behaviour. How to prevent or
stop false information? This is a
significant challenge. There are ways
this might be achieved.
For more detailed discussion of these
issues please refer to Appendix 4.

Certainly, the Chinese Government does seek to
influence the diaspora. There is a dedicated Chinese
government department, the United Front Work
Department (UFWD), for “overseas Chinese work”. It
seeks to both “guide” ethnic Chinese, and
conduct influence operations targeted at foreign actors
and states that further the objectives of the Chinese
government. Chinese President Xi Jinping
has described the UFWD’s work as the Chinese
government’s “magic weapons”.
Digital diasporas are accessible for potential foreign
influence, and Chinese language social media in Victoria
may increasingly be a focus for local political parties.
Recommendation: Develop a taskforce of Electoral
Commission Attorney-General, Victoria Police to address
cyber manipulation of elections.
can be replicated in a democratic society with a sizable
Chinese immigrant community whose members use chat
apps to form invitation-only, closed chat groups, in which
false or unverifiable information can flow and influence
members’ electoral behaviour. How to prevent or stop
false information? This is a significant challenge. There
are ways this might be achieved.
For more detailed discussion of these issues please refer
to Appendices.
Recommendation: To balance or cancel out false
information propaganda, it is important for a local
government/political party to approach and
communicate with opinion leaders in ethnic Chinese
communities. Engaging them and inviting them to local
political events with transparent and fair means. Also,
presenting verified information in Chinese language.

The risk that donations to political parties are made by foreign governments
or entities
Australia has recently developed and rapidly implemented a legislative response to interference,
exposed espionage in higher education and made calls for support of Chinese students. This section
reflects on that context to illustrate a pathway Victoria may want to explore.
In its 2017-18 Annual Report, the Australian Security Intelligence Organisation (ASIO) expressed
concerns about foreign powers secretly manipulating the opinions of Australians to further their
own aims. The report specifically suggested that ethnic and religious communities have “been the
subject of interference operations designed to diminish their criticism of foreign governments.”
Since the report was first released, there has been considerable public debate and parliamentary
concern about the degree of influence the Chinese government enjoys in Australia. The focus
of recent concern has pivoted around the Chinese government’s influence in, and upon, the Chinese
diaspora.

The Chinese government has a keen interest in monitoring its growing diaspora populations, and
that includes the content of diaspora media channels, including social media channels.
Knowledge based exploitation and influence through universities are also an emergent risk. Alex
Joske Researcher, International Cyber Policy Centre, at the Australian Strategic Policy Institute
(ASPI)’ recent report found China’s People’s Liberation Army (PLA) have obscured their military
affiliations to travel to Five Eyes countries and the European Union and his recommendations in his
report.
Equally, there are voices in Australia, such as Elaine Pearson, Australia Director, Human Rights Watch
recently argued in an article that More Must be Done to Protect Academic Freedoms Under Threat
from China for students who are attending Universities in the 5 Eyes network. Namely, that

universities ‘need to ensure that students and scholars from China feel truly integrated and
supported.’
Recommendation: Victoria consider adopting legislation Australia has enacted to counter foreign
interference and donations: National Security Legislation Amendment (Espionage and Foreign
Interference) Bill 2018
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/billhome/r
6022%22 and also the Foreign Influence Transparency Scheme Bill 2018
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/billhome/r
6018%22 But both considered with a clear long term for Budget for implementation, monitoring
and enforcement, including legal funds and international 5 Eyes intelligence sharing arrangements.

Conclusion
Develop an independent – but globally actioned - approach to these challenges which incorporates a
cyber-sociotechnical and practical legal response, with community and mainstream and social media
company consultation.
The Victorian COVID-19 experience has revealed a rich vein of Victorian resilience and even energy.
Explore such 2020 opportunity as basis for 2035.

Recommendations
Recommendation: Develop a uniquely Victorian response to these challenges, and in so doing
demonstrate global leadership. Pursue coordinated, systematic clarity on what Victoria wants to
achieve and how to measure success.
Recommendation: Develop an interagency government subcommittee and Information Directorate
(ID) where citizens, journalist and public servants can safely report disinformation campaigns and
misinformation operations in social media. Integrate that Directorate into any relevant government
committees and defence organisations developing a significant incident response.
Recommendation: Map how current legislative Acts intersect and directs response to social media
and elections and media organisations: deduce whether they are fit for purpose in a changed digital
Victorian politics?
Recommendation: The Victorian Government actively monitor its image in the PRC media. When
required request the CCP to immediately enforce takedown of the any video which denigrates or
exaggerates Melbourne and Victoria as a dangerous place of extreme crime behaviour or any
material that is racist from all Chinese social media outlets and sites and incorporate these
companies in any future discussions for a global solution to these spectrum of social media issues.
Recommendation: Provide resources to harden cyber security, and response times at Parliament of
Victoria (including capacity to detect command and control) and for major political parties (on a
scale). Adequately resource Victorian Government Cyber Security Unit (CSU) and empower the Chief
Information Security Officer (CISO) to provide advice to politicians, political parties on cyber security,
hygiene posture and behaviour. Explore partnership development to achieve scale with minimal
resource.
Recommendation: Provide a forum for Victorian Government Cyber Security Unit (CSU) and
empower the Chief Information Security Officer (CISO) to work with major media outlets to consider
how a ‘hack and leak’ operation by a nation state might impact the role of the media in a democracy
in cyberspace and how that in turn might destabilise a democratic process.
Recommendation: Develop a taskforce of Electoral Commission, Victorian Government Cyber
Security Unit (CSU) and empower the Chief Information Security Officer (CISO) to address cyber
manipulation of elections.
Recommendation: Develop a City of Melbourne cyber response facility capable of dual use in event
of national Cyber Storm event. Incorporate cyber manipulation of politics measures in the Cyber
Security Strategy revision to propose new actions in this area in addition of increased government
security.
Recommendation: Victorian Government and City of Melbourne undertake a serious examination
of the risks Huawei 5G might pose, especially vulnerabilities in its supply chain and obligations under
Chinese law to explore how any such risks may put City and State security assets and (shared)
missions at risk long into the future.
Recommendation: Develop a taskforce of Electoral Commission Attorney-General, Victoria Police to
address cyber manipulation of elections.
Recommendation: Develop a Victorian Communications Directorate to work actively in support with
a sizable Chinese Australian and immigrant community whose members use chat apps to form

invitation-only, closed chat groups, in which false or unverifiable information can flow and influence
members’ electoral behaviour.
Recommendation: To balance or cancel out false information propaganda, it is important for a local
government/political party to approach and communicate with opinion leaders in ethnic Chinese
communities. Engaging them and inviting them to local political events with transparent and fair
means. Also, presenting verified information in Chinese language.
Recommendation: Victoria consider adopting a state level equivalent legislation Australia has
enacted to counter foreign interference and donations: National Security Legislation Amendment
(Espionage and Foreign Interference) Bill 2018
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/billhome/r
6022%22 and also the Foreign Influence Transparency Scheme Bill 2018
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id:%22legislation/billhome/r
6018%22 But both considered with a clear long term for Budget for implementation, monitoring
and enforcement, including legal funds and international Victoria Police intelligence sharing
arrangements with other Australian and International Police forces as required.
Recommendation: Empower Victoria Police with sufficient powers via legislation to impose swift
and costly consequences on actors who undertake malicious cyber activities against elections and
critical infrastructure. Both specifically, and in a widespread re-examination of offensive action. For
example, ransomware attacks are a serious risk to critical infrastructure day to day, during
emergency events and would be part of any sequenced cyber storm attack. The categorisation of
these actors needs to be reconsidered to become subject to action from appropriate agencies and
forces in day to day operations.
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